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ADDITIONAL SERVICES:
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+ Proactive Breach Preparation Services

» Reactive Breach Response Services take down the agency
YOUR - Computer and Network Forensic Evaluation
and Consulting Services You've worked

— Identity Restoration Case Management
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To learn more about Cybersurance™ — peace-of-
mind protection your agency can’t afford to be

a_S Sets without — contact us.

If printing out copies in your office,
B E P O R,E add your agency information here.
Otherwise order through
Print on Demand at no charge.
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What would happen if your agency was hit

You’ve got a lot of information at risk:
E-mail addresses, Social Security
numbers, IRS tax ID and

Federal Employer Identification
numbers, drivers license and
credit card numbers, and more.
A cyber breach can cripple an
agency — and lead to regulatory
sanctions, civil litigation,

a damaged reputation,

lost customers and even

a loss of your livelihood.

@ Utica National Insurance Group

by a cyber breach?
Don’t wait to find out.

What can you do to protect your agency?

Utica National’s new CYBERSURANCE™ endorsement
is the answer, going to work for you before, during and
after a cyber breach occurs. Available through Utica’s
Agents’ Errors & Omissions program, it’s a vital part

of your agency’s protection.

With our Cybersurance™, Utica partners with Identity
Theft 911, a leading data breach consulting and
management firm, to help you assess breach sever-
ity, assist with notifications and meet federal and state
regulatory requirements, protect affected customers,
employees and more.

THREE-IN-ONE PROTECTION
With Cybersurance™, your agency receives three
cyber-breach coverages in one endorsement:

Security Breach Liability Coverage — This

covers your legal liability for damages resulting

from the actual or alleged inability or failure of your
technical or physical security measures to prevent
unauthorized access to, or unauthorized use of, your
computer system. Claims example: A hacker uses
your stolen or lost laptop to access another business’s
systems and shuts down their web pages.

Privacy Breach Liability Coverage — This covers
your actual or alleged legal liability for damages
due to theft or loss of personally identifiable
information or your negligent failure to comply with
your company'’s privacy policy. Claims example:
Information from a stolen or lost laptop is used to
create fraudulent credit card accounts.

Breach Notice Response Services Coverage —
This covers breach notice and forensic expenses,
notice fulfillment services and credit monitoring
services to comply with breach notice laws. Claims
example: A stolen or lost laptop contains client
information. State regulations require you to notify
all customers that their Personally Identifiable
Information may be at risk.

PREPARE. COMPLY. RESOLVE.
The data breach services available through
Identity Theft 911 cover preparedness, to com-
pliance, to resolution — handling a multitude of
aspects of a data breach, including:

* Incident response planning

* Regulatory compliance

» Damage assessment

» Mandatory breach notification

» Remediation and resolution services

+ Computer forensics

» Crisis public relations

+ Fraud/Public records monitoring services

PROTECT YOUR AGENCY’S ASSETS

Utica National’s Cybersurance™ is available for
agencies insured through Utica’s Agents’ Errors
& Omissions program with 25 employees or
less. Choose between Legal Liability limits of
$50,000, $1 00,000 @ Utica National Insurance Group

or $250,000. e o
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