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So, what can you do about it? Reduce
the risk and protect yourself by employing
these measures:
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Limit the amount of personal information
on social-networking sites.

Use strong and different passwords on
each online credit and banking account.

Do not use personal identifying
information for passwords, such as a birth
date, mother’s maiden name, Social
Security number or phone number.

Never provide personal information over
the phone, through the mail or Internet
unless you know the firm or person.

Never carry your Social Security card
in your wallet or write your number on

a check.

Destroy labels on prescription bottles
before you throw them out.

Don’t share your health plan information
with anyone who offers free health
services.
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Annually, obtain your free credit report
from each of the three major credit
bureaus by calling (877) 322-8228 or
going to www.annualcreditreport.com.
Do not go directly to the bureaus, as they
will charge you. Also, request each of the
three bureau reports at different times to
monitor your information throughout
the year.

If you are an active-duty military
member and away from your usual duty
station, place an active-duty alert on
your credit reports to minimize the risk
while deployed. This will remove your
information for prescreened credit-card
offers for two years.

Be careful when responding to
promotions. Identity thieves can
use promotional offers to get your
personal information.

If you prefer not to receive prescreene
credit and insurance offers by mail, yd
can opt out for five years or permanently

by calling toll-free 1-888-5-OPTOUT
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The federal government and many states
have enacted laws against identity theft.

The FTC has a section of their website
(www.consumer.ftc.gov/) which offers
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Also order copies of your credit reports

and review them carefully. You are entitled
to a free report from each credit-reporting
company since you placed an initial fraud
alert.
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on all your conversations and copy all
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6.1f you are interested in obtaining identity-
theft coverage, contact our agency for
additional information.

Helpful contact information

The three major credit bureaus:

* Equifax: (800) 525-6285

or www.equifax.com

 Experian: (888) 397-3742

or www.experian.com

¢ TransUnion: (800) 680-7289

or www.transunion.com

* FTC Identity Theft Hot Line:
(877) 438-4338

¢ Social Security Administration:
(800) 269-0271 or www.ssa.gov



